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CHAPTER 1

Introduction

The Merak Outlook Connector allows you to synchronize information between your IceWarp Server
Account and Outlook:

High stability with extremely low maintenance.

Small plug-in compatible with Microsoft Outlook versions 2000, XP, 2003 and 2007. But NOT
Outlook Express.

Enables synchronization of Calendar entries, Contacts, Events, Notes, Tasks, Journals and
Shared Folders between Outlook and the IceWarp Server.

Share information with other Users.
Automatic synchronization.

Supports all items and entries in Outlook including attachments, folders, vCards, iCalendar,
vFreeBusy information, attendees, planning, etc.

UTF8 support

Simple, user friendly interface

This manual describes how to install the Merak Outlook Connector and how to set up all the features
you may require.



CHAPTER 2

Installation

This chapter describes the installation of the Merak Outlook Connector.

In This Chapter
Pre-requisites......ocvviiiiiiii 2
Running the install........cocoiiiiiiiii 2
Add Account Wizard ......cooevieiiriiiiiii i enaenennens 7
Finalizing the Install.........coooiiiiiiii 11

Outlook must be installed on the machine which you want to install the connector, but it should not
be running.

Note - that there are times when Outlook appears not to be running but actually is. You can check
by look for OUTLOOK.EXE in the Windows Task Manager. If it is listed, you should take steps to
close it down.

You should be reasonably confident in using Outlook.

You should have your IceWarp Server Account name, password, and hostname at hand - you will
need these to configure your account.

You need to know whether you want to integrate your IceWarp Server account into your default
Personal Folder or have a new Personal Folder created.

You should have downloaded and unzipped the latest version of the Merak Outlook Connector from
the IceWarp website - www.icewarp.com. http://www.icewarp.com

Running the install

1. In the directory where you unzipped the Merak Outlook Connector package, double-click the
file setup.exe to start the installation process.


http://www.icewarp.com/
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The Installation Confirmation dialog will be displayed:

Merak Outlook Connector Setup X]

\ ? ) This will install Merak Qutlook Conneckor §.9,7-6, Do you wish to conkinue?

Yes Mo

2. Click Yes, The welcome dialog will be displayed:

fis! Merak Outlook Connector 8.9.7-6 Setup ; =101 x|

Welcome To The Merak Outlook
Connector 8.9.7-6 Setup Wizard

kerak Outlook Connector iz a full featured plugin for kS
Outlook, 2007-2000 whickh completely integrates Merak Server
with M5 Outlook,

[t ig strongly recommended that you exit all \Windows programs
before running this setup program.

Click Cancel to guit Setup and then cloze any programs pou
have minning. Click Mest o continug with the Setup program.

et » I Cancel
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3. Click Next. The License screen will be displayed:

Merak Outlook Connector 8.9.2-3 Setup ' x|

&’ Software License Agreement

Lo pou agree with the following license agreement’?
Merak. Outlook, Connector For M5 Outlook, 2007-2003 -

Copyright Matice

Copyright [2] 1993-2007 Icebw’arp Lid. All rights reserved.
WWindows 2003/2KPAHT /9 /ME are registered trademark.s of Microzoft Corp.

Al ather trademarks are owned by their respective companies.

Wwarranty Dizclaimer

THE SOFTWARE 15 PROVIDED AS S WITHOUT WARRANTY OF ANy KIMD. TD_TILI
¥

1 |

[+ i agree with the license agreement

< Back | Tes | Mo |

4. Check the box to confirm your agreement to the licensing and click Yes.
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The next screen asks whether you are installing the Merak Outlook Connector for All users or
just the current user (this refers to Windows users, not IceWarp Server Users)

Merak Outlook Connector 8.9.2-3 Setup x|

& Users Mode

Fleaze, select computer uzers vou want to install Merak Group'sfare Outlook connector for.

o Al users
" Only current user

< Back
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5. Make your selection and click Next. The Program Location screen is displayed:

{5l Merak Outlook Connector 8.9.7-6 Setup

i =10 x|
Start The Inztallation Process @ &'

Click the Browse button to zelect the destination directarny. Click the Install button to start copying
filez and ta finish the zetup process.

Drestination Direchany

:%Program FileshtMerakConnector’ Browse... |

lzetwarp Setup Sustem

< Back I [nztall I Cancel

6. This allows you to specify the folder into which the software is installed. Either accept the

default or change it by clicking the Browse button. Once you have selected the correct folder
click Install.

At this point, as this is the first install of the Merak Outlook Connector, the Add Account

Wizard is executed to gather details of your IceWarp Server account to allow the installation
to continue.

NOTE - After installation is complete, the Add Account Wizard can be invoked directly from Outlook
to add further accounts for synchronization.
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Add Account Wizard

a) The Account Wizard starts:

Account Wizard

Your Hame

Twpe your name as vou would like it to appear in he accounts list and personal folder
Narie.

Dizplay name: bichael "Wong

For example; Johr Doe

¢ Back et >

Cancel
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b) Enter the name you wish to use and click Next.

Account Wizard

Account Properties

Y'our e-mail addrezs and pazsword are uged to logon to the groupware server.

E-mail address: Im.wung@merakdamn.mm

For example: jphndoeiEdomain. com

Pazzword: Ixxxxxxxxxxxx

SErver Imail. merak.demo. com

For example: mail. Jomain. com

< Back Mext »

Cancel
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c) Enter the Email address, password and hostname for your IceWarp Server Account. Click
Next:

Account Wizard X|

Integration Mode

Select whether you want to integrate with your default personal folder or create a new
PST file.

{~ Integrate with default personal falder

{* Create new perzonal falder [Mew PST filef

" Select personal folder:

Perzonal Folders j

< Back M et = Cancel

d) Choose which way you want to see your new data - Integrated with your default PST, a new
PST, or another PST already in existence. (See the example screenshots below for an idea of
what you will get).
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Folder List

&ll Folders

=l 5 personal Folders
S| Calendar
|85 Contacts
() Deleted Items

: L#| Drafts
Folder List 0 Irbo-)

L
All Folders @i Tournal
e _
B E sonal Folders U@ r-:'JLII;k E-mail
Calendar | Mates
L= Outbax
%= Contacks =
—7 Sent Ikems
@ Deleted Ikems 5‘,_1 o
L7 Draft |
% 1.—:;;.; L) Search Falders
- =l £ Michael W
éi]u:uurnal £ Michael Wong

£ 4| Calend
L@ Junk E-mail EEf Calendar
_:._J . 5] Cantacts
: (&) Deleted Items

L= Outbax :
£ bl ] I
L:j Sent Items (ﬁ oL

3 Tasks | Mates

(=
L9 Search Falders ﬂ Tasksh "
Integrated Folder vS. new PST L3 Search Folders

e) Click Next:

Account Wizard ' x|

Account Configuration Complete

You have successfully entered all of the infarmation o setup paur accaunt.

To zave these settings, click Finizh.

Mare Settings...

Cancel |
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f) Your first account is now configured and the installation can continue:

Click Finish to close the wizard and continue with the installation.

Finalizing the Install

A Progress dialog will be displayed giving you an idea of how complete the installation is.

When the Installation is complete the following dialog is displayed:

{5! Merak Dutlook Connector 8.9.7-6 Setup I =] |

Installation Complete @ &’

Inztallation was successful. Thank wou for installing the program.

H”

|eetsfarp Setup Sustem

: Cancel |

Click Finish and your installation is complete.
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Using the Connector from
within Outlook

This chapter describes how to :

= Change Account properties and add new accounts (see here (see "Account Tab" on page
15)).

= Share information with other Users (see here (see "My Friends tab" on page 17)).
= View other users information (see here (see "Shared Accounts tab" on page 16)).

= Publish FreeBusy information (see here (see "FreeBusy Appointment/Event Arrangement" on
page 22)).

* Automatically Synchronize data (see here (see "Options Dialog" on page 20)).

The Outlook Connector Toolbar

When you now start Outlook there will be a new toolbar available - The Merak Outlook Connector
toolbar - looking something like this:

Merak Cutlook Connector = @ B

If the toolbar is not visible then you should:
Right-click any blank area of the Outlook Toolbar area.

Check the box next to MGOutlook.Toolbar and the toolbar should appear.

Standard

Advanced
Wi b

MGEOUtlook, Toolbar

Cuskomize. ..

Clicking on the World icon in the toolbar will cause the connector to immediately synchronize all
accounts.
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Clicking on the Merak Outlook Connector button open a drop down list of options, the following
screenshots show the expanded options:

Merak Outlook Connector -
@ Synchronize Al

| More

Itemns From Cutlook,

Aooounts, .,
Bruce Cooke
.Q;:;I.:in:nns.. %
Help.. i

About. ..

{8 Dial via Merak server, ..

Iterns From Merak,

Merak. Dutlook Conneckar =

ig Synchronize Al

Moare

Accounts. ..

[ @ Dial wia Merak server, ..

| Bruce Cooke 3 | Settings
Options. .. Qpkions
Help. .. Rules
Abouk, ., | |
Option Description

Synchronize all

Select this to have all accounts synchronized immediately.

More

Items from Outlook - have have items added or modified within Outlook
uploaded to IceWarp Server.

Items from IceWarp Server - have have items added or modified within
IceWarp Server uploaded to Outlook.

Dial via IceWarp
Server

Use this to initiate a call between your SIP device and another (see here for
more information)

Accounts

Select this to open the Accounts dialog, discussed here

Bruce Cooke

It won't be this, but all your GW accounts will be listed here. Selecting one
opens a sub-list of options:

Settings - open the settings dialog for the account (see here (see "Account
Tab" on page 15)).
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Options - open the Options dialog for the account (see here (see "Account
Options" on page 27)).

Rules - open the Rules dialog for the account (see here (see "Rules" on page
30)).

Options Select this to open the Options dialog (see here (see "Options Dialog" on page
20)).

Help Select this to open a Compiled Help (.chm) version of this manual.

About Select this option to display version information for the Connector:

Merak Dutlook Connector 8.9.7-6 e |

@ berak. Outlook. Connectar 8.9.7-6
Copyright [2] 1993-2007 Icebw’arp Lid. All rights reserved.

hittp: A A, icewarp. com.

Accounts Dialog

Selecting the Accounts option from the Outlook Connector Toolbar opens the Account Dialog:

—Account
Narme | Erail | Add...

Q Bruce Cooke

brucei=ticewarp. com

Remowve
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All the accounts that you are synchronizing are listed in the main window.

Use the Add button to start the Account Wizard, as described here (see "Add Account Wizard" on
page 7).

Select an Account and press Remove to remove that account from Outlook.

Select an Account and press Properties to open the Account properties dialog, where you can modify
the properties set for the selected Account:

Account Tab

The Account tab shows basic connection properties for the account:

|
Account | Shared .ﬁ.ccuuntsl by Frier‘u:lsl Other I
mAcoount
I ame:
Email address; Ibruce@icewarp.cnm
Paszword: I”’“"“‘"’“‘ Change Pazsword...
Server Imail.icewarp.cnm Prosy Settings...
[T Usze 55L connection
[~ Use plain text authentication
Stare: IBruu:e Cooke
ok I LCancel
Field Description
Name The name of the account, usually the full name of the User.

This value is also used as the name of the personal Folder if this account is not
integrated with the default folder.

Email address This is the email address of the Account.
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Password

The password to be used to log into this account on the IceWarp Server.

Change Password

Press this button to open a dialog allowing you to change your account
password.

Server

The hostname for the IceWarp Server hosting this account.

Proxy Settings

Press this button to open a dialog where you can enter your proxy settings if
required.

Use SSL connection

Check this option to have the connection secured with a high level of
encryption.

Use plain text
authentication

Disables the secure authentication process and allows plain-text
authentication.

Shared Accounts tab

This tab allows you to synchronize other peoples accounts that have been shared with you.

NOTE - this means that the other user must have defined you as a friend (see here (see "My

Friends tab" on page 17)), effectively giving you permission to access his personal data. See the
GroupWare Reference manual for for information.

dcoount  Shared Accounts | Py Frier‘u:lsl Other I
—Public Folder
Account I Title I Subscribe |
f’._).i brucepublic@icewarp. com Public Falder for documentation (et |
—Shared Account
Shared email
Acocount | Title | Femove |
ﬂ).. [gociSicewarp. com

ok LCancel

Any public folders that are defined in IceWarp Server for your domain will be listed in the top pane.
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Select a folder and press Subscribe to have that folder synchronized.

Select a folder and press Unsubscribe to stop synchronizing that folder.
Shared Accounts are listed in the lower pane.

Enter the email address of an account you wish to share and press add to have that account
synchronized.

Select an already synchronized account and press Remove to stop synchronizing that account.

Press OK to close the dialog - new Personal folders will be created, one for each shared Account you
added. They will be named as per the email address of the account.

NOTE - in Outlook 2003, the newly created Personal folder might only list Deleted Items and Search
folder entries. To correct this and get a full view, choose Go -> Folder List from the Outlook menus

My Friends tab

Here you create a list of Users that can see your personal data, with the level of control they have
over that data.

Also defined here is if you want daily emails listing today's events and reminders of upcoming

events.
A

.-’-'-.u:u:u:uuntl Shared Accounts My Friends | Other I
—lEraLpware

[T Send daily event reparts by emnait

v Send reminder notification by email

Share mode: IEInI_l,I fiends can access my account j
—kdn Friend

Friend's email; I Fead j Add

Friend = | tade | Hemoyve |

Q [icewarp-intermnali@icewarp.com]  Read

ok I LCancel
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Field

Description

Send daily event
report by email

Check this option to have a daily report of events sent to your email address.

Send reminder
notification by
email

Check this option to have an email sent to you reminding you of upcoming
events.

Share Mode

Choose one of three share levels for your folders:

My account is not shared with anybody

Select this option and no-one can see your data.

Only friends can access my account

Select this option to limit access to your data to people defined as "friends"
Anybody can access my account

Select this option if you want to allow anyone access to your data

My Friends

This is where you define your "friends", people who can access your data

Friend's email

Enter the email address of your new friend

Access rights
dropdown

Select the access rights that this friend will have:

Read

This friend can only read items. Except items marked as Private.
Read, Write

This friend can read items and create new ones. Except items marked as
Private.

Read, Write, Modify

This friend can read and change items, and create new ones. Except items
marked as Private.

Read, Write, Modify, Delete

This friend can read, change and delete items, and create new ones. Except
items marked as Private.

Read, Write, Modify, Delete, Owner

This friend can read, change and delete items, including items marked as
Private, and also create new ones.

Add

Press the Add button to add the new friend.

If you want to change the access rights for an already defined friend you
should should double-click the friend to populate the email and rights fields,
change the access rights and press Add

Remove

Select a friend and press the remove button to have that friend deleted from
your list.
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Other tab

Here you define what data items you want to synchronize and in which "direction" you want to
synchronize them.

.-’-'-.u:u:u:uuntl Shared .-’-'-.u:u:u:uuntsl by Friends  Other |

—Syhchronization
Synhchronize these objects:
[wiCalendar

Contacts

Motes

Tasks

Journal

Synchronize theze resources:

Items fram Outiook
Items from Grouphyfare

—Advanced

Backup aroupware data ta file... |

Restore groupware data from file. . |

ok I LCancel

Synchronization
Select all the item types that you wish to synchronize
Synchronize these resources:

Items from Outlook - items that have changed in Outlook will be copied to IceWarp Server
GroupWare.

Items from GroupWare - items that have changed in IceWarp Server GroupWare will be copied
to outlook.

Checking both of these options causes a two-way synchronization between Outlook and IceWarp
Server GroupWare.

Backup groupware data to file

Press this button to save all your groupware data to an XML file. A standard file dialog is opened to
choose a file to save to. All data is downloaded from IceWarp Server and stored in XML format.
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Restore groupware data from file

Press this button to restore groupware data from a previously created backup file

Options Dialog

The Options Dialog allows you to set various options to do with synchronization:

General tab
£
General |.-'1‘-.-:|'-.-'an-:eu:||
—General
v Eunchronize when Outiools starts
¥ Enable automatic: synchronization
Start synchronization even [Minutes): |5
—Status Window
—_— ¥ Show status window during synchronization
E ¥ Close statuzs window when synchronization finishes
—Sound
Q Play zound when sunchronization starks:
» |
Flay zound when sunchronization finizhes:

Field Description

Synchronize when Check this option to have the connector synchronize with IceWarp Server
Outlook starts GroupWare when Outlook starts.

Enable automatic Check this option to have the synchronization process run at regular intervals.
synchronization

Start Enter a value corresponding to the automatic synchronization interval, in
synchronization minutes.

every (minutes)

Show status Check this box and a progress display will be shown every time

window during synchronization occurs.

synchronization

Close status Check this box to have the status window closed after synchronization (if the
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window when
synchronization
finishes

status window is enabled).

Play sound when
synchronization
starts

If you want to hear a sound when synchronization starts, use the '...' button to
navigate to a .wav file to play.

Play sound when
synchronization
finishes

If you want to hear a sound when synchronization finishes, use the '..." button
to navigate to a .wav file to play.

Advanced tab

General Advanced

Advanced

v Synchronize objects in the background [multithread§

[~ Enable logging

Open log file...

ok I Cancel

Field

Description

Synchronize
objects in the
background
(multithread)

Check this option and synchronization will be done as a multithreaded process.
This is particularly useful if you are synchronizing a lot of data.

Enable logging

Check this option to have synchronization logging performed. Useful if you are
having problems that are proving difficult to diagnose.

Open log file

Press this button to open the synchronization log file.
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FreeBusy
Appointment/Event
Arrangement

This section describes how to publish your FreeBusy Information, allowing yourself and others to
schedule meetings with multiple attendees without causing scheduling clashes.

Setting the FreeBusy Feature for Advanced Appointment/Event Arrangement

1 To be able to retrieve, view and use other people’'s free/busy information, first you
have to enable the feature in Microsoft Outlook and fill in the correct location on the

server.

2 On the Tools menu, click Options and on the Preferences tab, click Calendar Options. See the
screenshots below.
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2x

Preferences |Mail Setup | Mail Farmak I Speling I SECUKky I Cther I

E-rnail

: hange the appearance of messages and the way they are handled,

Junk. E-mail.. | E-mail Options.., |
Calendar
= Cuskomize the appearance af the Calendar,
" e
v Default reminder: |15 rinukes j |Calendar Optin:nns...l
Tasks
= ) Change the appearance of tasks,

Reminder kime: IEIB:EIEI j Task Opkions. .. |

Contacks
g = Change defaulk settings For contact and journal.

e Contack Opkions. .. | Journal Optians., .. |
Mokes

hange the appearance of notes,
MNote Options. .. |

Ok, Cancel Apply |
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3

Calendar Options . %

Calendar work week,

[Tsun W wMon W Tue W owed W Thu W Fri [~ sat

First day of week; ISunday j Skart: time; IDE‘:DD j
First week of vear: IStarts::unJanl j End time: |18:3|:| j

i

Calendar options
[~ Show week numbers in the Date Mavigator

[=]
= ¥ allow attendees to propose new times For meekings wou organize

Ilse this response when you propose new mesting tmes; ITentative j

Background color: j Planner Optinns...l &dd Hu:ulidays...l

™ Use selected background color on all calendars

Advanced options

[ Enable alternate calendar: IEninsh j IGregnrian j Cphions, .. |

¥ wWhen sending meeting requesks over the Internet, use iCalendar Format

[ Free/Busy Options. .. |] Resouce Scheduling. .. | Time Zone. .. |

o]

Cancel |

Click Free/Busy Options.

The only option you need to change here is the search location. You need to enter the location of

your IceWarp Server in the form:

http://hostname:[port]/treebusy/?%NAME%@%SERVER%

The hostname is your webserver and the port is the port that your webserver is set to listen on
(default is 32000). The variables %NAME% and %SERVER% will be evaluated to the correct email

address for your account.

Example - http://www.icewarpdemo.com:32000/freebusy/>? % NAME% @ %SERVER% -

see below
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Free/Busy Options El

Options

Free/busy information is used by people sending meeting requests, to determine when
woll are available For meetings,

Publish |2 monkhis) of Calendar freefbusy information on the server
IUpdate Freefbusy information on the server every |15 minukes

Internet FreefBusy

[~ Publish ak my location:

Search location: Ihttp:,l',l'www.merakdemn.cum:SZDDEI,I'FrEEI:uusy,I'?“:-"oLISER“:-".:@“:-".:-SER'-.-‘ER“:-"-:

(a4 I Cancel

4 Do not check the Publish at my location box as the Outlook Connector will handle this
automatically.

5 Click OK three times to close all dialog boxes.

How to plan a meeting using FreeBusy

Return to the main screen in Outlook. For planning a meeting there is nothing really to set manually.
Outlook autodetects the free-busy information for the people that you invite, and it automatically
inserts their free/busy time periods in the planner.

1 Once in the main screen, click Calendar, and then click New Meeting Request on the Actions
menu (or CTRL+SHIFT+Q)

2 On the second Scheduling tab, type the name of each attendee in the All Attendees box.

3 Outlook will retrieve the free-busy information and display it in the planner, so you see
the time periods immediately.
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Using the Dial Via SIP
functionality

Both the Merak Outlook Connector and Webmail PRO have the ability to dial out via SIP clients.

In the Merak Outlook Connector

Locate and select the contact you wish to call (if the person you wish to call is not in your
contacts skip this step)

Select "Dial via Merak Server" from the Merak Outlook Connector dropdown menu.
Check the correct contact is displayed and click Dial
Your SIP client will start to ring, answer it.

After a couple of seconds the other person's SIP client will be contacted and your conversation
can start.

In Webmail PRO

Click "Dial" on the menu bar.
Select the Contact you wish to call (or type in the email address) and click Dial.
Your SIP client will start to ring, answer it.

After a couple of seconds the other person's SIP client will be contacted and your conversation
can start.

Note that the call is in no way routed by Merak Outlook Connector or Webmail PRO, they are just
used to initiate the call. The SIP server dials your registered client and once connected route the call
to the destination you specified. This method will work with any SIP client.
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Account Options

Selecting options from the sub-menu of an account opens the Account Options dialog where you can
set Responder and Forwarder information for your email account:

Responder Options:

Responder | Fonwarder I
—Responder
b ode; IHespDnd again after a period j

FReszpond again after [Dapz]; I?

—Reponder Meszsage

From: Ihruce@icewarp.cnm
Subject: I.-’-‘-.wa_l,l on Holiday
bezzage text: | am zomy o zay | am away from the office at the moment, -

'our meszage haz been fonwarded o another member of the team whio
shiould get back, to you shartly

FRegards,
Eruce

.
4| | Y

ok I LCancel |

Field Description
Mode Choose a Mode from the drop-down box:
Disabled

No Response is set.
Respond Always
A response is sent for every message that comes in.

Respond Once

A single response is sent to each individual sender of emails.
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Respond again after a period
A single response is sent to each individual sender unless another message
comes from the same sender after the number of days specified in the next
field.
Respond again Specify the number of days after which additional responses will be sent (only
after (Days) valid for the "Respond again after a period" option.
From Specify a "from" address for your response email.
Subject Specify a Subject for your response message email.
Message text Specify some text to be used as the body of your response email

In the example screenshot above a response will be sent from "bruce@icewarp.com”, with a subject
of "Away on Holiday" and the text shown as the body of the message. This message will be sent
once in response to each individual sender, but if that sender sends another message more than 7
days after the first he will get the response again.

Forwarder Options

Fesponder  Fonwarder |
Forwarder
Forward bo: IEDSS@iDEWErp. car

v Leave acopy

ok I LCancel

Field Description

Forward to Specify an address to have emails forwarded to.

Leave a copy Check this option to have a copy of the message left in your inbox.
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CHAPTER 3

Rules

This dialog is the same for all accounts and domains.

Dn:nmainl Lirnitz I Elptin:nnsl Templatesl Dkl kd I Directary Service  FAules |Ir'|fn:| I

Title

ﬂ Arny header containg 'spammen@someadonmain. com'
qf From: containg ""MyF nendi@icewarp. com''

ol SMTP sender containz "g:\B anned"B anned|Ps. bt

Add Edi Delete | 1] i] Edit File... | 8|

Selecting Mail Service -> Rules or the Rules tab with a Domain or User selected will give you access
to the Rules list, allowing you to perform maintenance on the rules.

NOTE - that the above graphics may be incorrect depending upon where you are accessing a Rules
tab.

The filter is a text file with a strictly defined format. The file can be edited directly using a standard
text file editor but we highly recommend that you use the Add, Edit and Delete buttons as even
the simplest mistake can cause valid emails to be rejected.

Multiple rules can be selected for deletion by holding the Ctrl key and clicking multiple rules.

A range of rules can be selected by clicking the first rule and then clicking the second rule while
holding down the Shift key.

Rules can be activated and de-activated by checking/un-checking the box to the left of the rule. This
is useful for testing purposes or to disable a rule for a time without deleting it.
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Clicking on the Add or Edit button will open a dialog like this, which allows you to define or modify
your rule:

Rule ]

Conditions:

“Where From: meszage header matches some words A
Where To: meszage header matches some wards =
YWhere Subject: mezzage header matches zome words =
“Where Co: meszage header matches some wardz
YWwhere Reply-To: message header matches zome words
“Where Date: meszage header matches some wards
“Where Meszage priority iz walue

|

Actions:

Aocept/Heect/Delete/Spam meszage
| Stop proceszing mare rules

Forward to email address

Maowe to folder

Copy ta folder =

Encrypt mezzage

Send meszage

|3

|

Dezcrption: 4+ [ 4] =

Reject meszage
and Stop proceszing more rules

Title:

ok H Cancel ]

The various options, and the String conditions dialog, are discussed in detail in the following table
but first we will explain basic use of the three sections of the dialog:

The Conditions block

In this area you can select the properties of the message that you wish to perform some test on.

= Multiple conditions can be tested by checking multiple boxes.

= The same condition can be added multiple times by double clicking the Condition when it is
checked.

The Actions block

In this area you select the Action(s) that you want to perform on the message if the Rule evaluates
as True

»= Multiple actions can be selected by checking multiple boxes.
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The Logic Buttons

The buttons below the Actions block are used to add logic to the rule

= The Exclamation mark will negate (NOT) the Condition you are currently modifying.
» The up and down arrows will move the conditions up and down within the rule.

= The X button will delete the current Condition.

We recommend experimentation with these buttons to familiarize yourself with their function

The Description block

Title

This will show the rule you are building or modifying and will change dynamically as you select or
de-select Conditions and Actions.

Areas of the rules that can be modified are highlighted in this block and clicking on them will open a
further dialog box to allow you to define your test.

The name of the rule, for identification purposes.

Condition Description

Where From: Check the From: header for a string Condition. In the rule description click on
message header some words to create the string condition (explained below).

matches some

words

Where To: message Check the To: header for a string Condition. In the rule description click on
header matches some words to create the string condition (explained below).

some words

Where Subject: Check the Subject: header for a string Condition. In the rule description click
message header on some words to create the string condition (explained below).

matches some

words

Where Cc: message Check the Cc: header for a string Condition. In the rule description click on
header matches some words to create the string condition (explained below).

some words

Where Reply-To: Check the Reply-To: header for a string Condition. In the rule description click
message header on some words to create the string condition (explained below).

matches some

words

Where Date: Check the Date: header for a string Condition. In the rule description click on
message header some words to create the string condition (explained below).

matches some

words

Where Message Check the priority of a message. Click on Normal in the Rule description to

priority is value select a priority.
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Where Message is
spam

Check if the message has been marked as spam.

Where Message is
size

Check the Message size. Click the 0 kB to select the message size criteria.
Select Greater or Lower and specify a Size (in kB)

Where Message
body matches some
words

Check the message body for a string condition. In the rule description click on
some words to create the string condition (explained below).

NOTE - Use this option with care as scanning the whole message body of
every incoming message could seriously affect your Server performance.

Where Custom
message header
matches some
words

Check Custom message Header for a string condition. In the rule description
click on some words to create the string condition (explained below).

Where Any message
header matches
some words

Check all headers for a string condition. In the rule description click on some
words to create the string condition (explained below).

Where Attachment
name matches some
words

Check the Attachment name for a string condition. In the rule description click
on some words to create the string condition (explained below).

Where message
contains attachment

Check whether the message has an attachment.

Where Sender Check the Sender for a string condition. In the rule description click on some
matches some words to create the string condition (explained below).

words

Where Recipient Check the Recipient for a string condition. In the rule description click on

matches some
words

some words to create the string condition (explained below).
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address matches
some words

Where L Check the location of the sender or recipient. In the rule description click on
sender/recipient os local/remote to open the following dialog:
local/remote _
Sender / Recipient |
—Sender / Recipient
f* Sender f* Laocal
= Recipient " Remate
{* |gnaore
" Account exists
" Account does not exist
Member of:
| Qk I Cancel |
Sender / Recipient
Select whether you want to check the the Sender or Recipient address
Local / Remote
Select whether you want whether the chosen address is a Local account or a
Remote account.
Ignore / Account exists / Account does not exist
select whether you want to check whether the account exists, doesn't exist,
or ignore this check.
Only available for Local accounts
Member of:
Check whether the account belongs to a particular Domain, Group, Mailing
List etc.. Press the '..." button to open the standard Select Item dialog.
Only available for local accounts that you check the existence or
non-existence of
Where Sender's IP Check the Remote IP address for a string condition. In the rule description

click on some words to create the string condition (explained below).

address is trusted

Where rDNS (PTR) Check the rDNS (PTR) record for a string condition. In the rule description
matches some click on some words to create the string condition (explained below).
words

Where Sender's IP Check if the Senders IP address is in the trusted list

Where Spam score
is value

Click on 0.0 in the Rule description to define a greater than or less than value
to check the spam score against.

Where SMTP AUTH Check if this message was delivered using an SMTP Authorized connection
Where IP / Sender Check the IP and Sender and Recipient for a string condition. In the rule
matches some description click on some words to create the string condition (explained
words

below).
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NOTE - that this condition exists for backwards compatibility only and it
cannot be used with other conditions

All messages

A special condition that evaluates TRUE for all messages - use with care!

String Testing

Description

Clicking on some words (in a new condition) or the string itself (in a condition
already defined) will open the String Condition dialog box.

There are four options available in the dialog:

The Function drop-down box offers 7 options for the string test, the option
chosen effects the content required in the String text-box

Contains list of
strings (semi-colon
separated)

Populate the String box with a list of strings to test for

Contains string

Populate the String box with the string you to test for

Regex

Populate the String box with a regular expression. There is a basic Regex
tutorial here

Starts with string

Looks for the string specified in the String box at the start of the tested
condition

Ends with string Looks for the string specified in the String box at the end of the tested
condition
Is string Tests whether the tested condition is exactly equal to the string specified in

the String box

Contains list of
strings from file

The String box should contain the path to a text file containing a list of strings
you wish to test for. Press the "..." button to open a file dialog to navigate to a
file where you can specify strings, one per line.

Match case

Check this box to take string case into account.

Match whole word Check this box to perform a standard "whole word" check against the string.

only

Actions Description
The following Actions are available when a Condition is evaluated TRUE.
Multiple Actions can be selected by checking multiple boxes.
Selecting an Action will add the Action to the Description box and for some
Actions you are able to click the text in the description to define the Action
further. Details follow:

Reject/Accept/Dele Adds an Action to Reject (default) the message.

te/Spam message
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Click on Reject in the Description area to select Reject, Accept, Delete, or
mark the message as Spam.

Stop processing
more rules

Stop any further Rules from being processed, if this Rule is evaluated as TRUE.

Forward to email
address

Forward the message to an email address.

Click email address in the Description area to specify the email address.

NOTE - that you can also send an instant message or an sms using this option:
sms - use sms:<number> e.g. sms:0123456789

IM - use xmpp: <jabberid> e.g. bruce@icewarpdemo.com

Move to folder Move the message to a folder.
Click on folder in the Description area to select the folder to move to.
TE - that you have email delivered to a specific mailbox folder by specifying
% %Extension%% as the folder name. When this is specified IceWarp Server
will look for a folder name within the email address and store the message to
that folder if it exists.
Example:
A message sent to john:%%important%%@icewarpdemo.com will be stored in
the folder important
Note the colon used to separate the User alias from the folder name, this can
be changed to another character using the API.

Copy to Folder Copy the message to a folder.

Click on folder in the Description area to select the folder to copy to.

TE - that you have email delivered to a specific mailbox folder by specifying
% %Extension%% as the folder name. When this is specified IceWarp Server
will look for a folder name within the email address and store the message to
that folder if it exists.

Example:

A message sent to john:%%important%%@icewarpdemo.com will be stored in
the folder important

Note the colon used to separate the User alias from the folder name, this can
be changed to another character using the API.

Encrypt message

Check this option to have the message encrypted.

NOTE -that for this option to work there must be a copy of the User's public
certificate located in a file called cert.pem in the User's mailbox folder. The
message will be encrypted using this certificate and then can only be
decrypted by the user using his private key in his email client.
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Send message

Send a message.
Click message in the Description area to open a dialog to define the message.

You can define To, From and Subject fields, the Text of the message (or a file
to retrieve the text from), the type of message (text, HTML, or message with
attachment) and whether the message is email, an instant message, or both.

Edit message
header

Select this option to Add, Edit or Delete a message header. Click on header to
open the Edit Message Headers dialog.

Edit Message Headers £
—Header
Actian | Header |
Add / Edit From: [URGEMT] *3from® i
Delete Headername:
Achian: I Dielete j
Header: IHeadername:
Edt | Delete |
ok | LCancel |

Click Add to add a new rule.

Select an already defined rule and Click Edit or Delete to modify or remove a
rule.

In the Action drop-down you should select whether this rule will Add/Edit a
header or Delete a Header.

In the Header field you should specify the header you are actioning -
remember that a header name should always finish with a colon.

You can also add your own named headers e.g. MyHeader:

The first rule shown in the screenshot above modifies the From header - it
adds the string "[URGENT]" to the start of the header. Note the use of the
IceWarp Server system variable %%from%% here, which is the value of the
original From header. Any system variable can be used.

The second rule simply deletes the From header.

Set message
priority to value

Select this option to have the priority of the message changed. Click on
Normal to select the new priority to be assigned.

Set message flag

Select this option to set a message flag. Click on flags to set the flag(s) you
wish.
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